NHOOPMALMOHHASA TAMATKA
JJISA OBYYAIOIIUXCA

= C KaXXIbIM I'OJAOM MOJIOACKHN B MHTCPHCTC CTAHOBUTLCHA 60HBH.IC, a
. = MKOJBHUKHN OAHH H3 CaMBIX AaKTHBHBIX IIOJIb30BaTeIICH PYHeTa. MC}K,I[y:
TEM, IOMHUMO OI'pOMHOI'0 KOJHUYCCTBA BOSMO)KHOCTCI\/JI, HMHTCPHET HECET U |
HpO6J'IeMBI. OJTa mamMsTKa JOJDDKHa ITIOMOYb TeOe 0e30IacHo HaxoaAuTbCsA B :

NupopmaumoHHas  cem.

|

6e30MacCHOCTb i
KoMnbloTepHbie BUPYCHI ;

|

KoMIpIOTepHBIi BUpYC - 9TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOTPaMM, OTIMYUTEIBHOM »
0COOEHHOCTBIO KOTOPOH! SIBJII€TCSI CIIOCOOHOCTh K Pa3MHOXKEHMIO. B onosiHeHne K 3TOMy, BUPYCHI MoryT!
MOBPEIUTH WM TIOJTHOCTBIO YHHUTOXHUTH Bce (hailyibl M JaHHBIE, TOJKOHTPOJIBHBIE TTOIH30BATEI0, OT UMEHH i
KOTOpOro Oblia 3alylieHa 3apaXKeHHas MNpOrpamMma, a TaKKe MOBPEAUTh WM JaKe YHHYTOKHUTH »
OTIEPALIMOHHYIO CUCTEMY CO BceMH (paiiamu B 11es1oM. B GOJIBIIMHCTBE ClydaeB pacrpoCTPaHSIIOTCS BUPYCHI |
4yepe3 HHTEPHET. '

Mertoap! 3aIIUTHI OT BPEIOHOCHBIX IPOIPAMM:

1. Mcnonb3yli COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOLIUE CEPHE3HBI YPOBEHb 3alUTBHI OT
BPEJOHOCHBIX IIPOIPaMM;

2. IlocrosHHO ycraHaBiMBail maytu (UMGpPOBBIE  3aIIaTKH, KOTOpPblE  aBTOMATHYECKH |
YCTaHABJIMBAIOTCS C LENBI0 TOPAOOTKH IMPOTPaMMBbI) U Jpyrue 0OHOBIICHHS CBOECH ONEPallMOHHON CUCTEMEL. .
CkauuBail ux TOJNBKO C o¢uIMagbHOro cairta paspadorunka OC. Eciu cymectByer pe)KI/IM!
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIIOUYH €T0; |

3. PaboTail Ha CBOEM KOMIIBIOTEpE IIOZ IpaBaMM II0JIb30BATENs, @ HE aJMHHHMCTparopa. JTO HE:
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTpaMM HHCTAJIUPOBAThCA HAa TBOEM IE€PCOHAIBHOM |
KOMITBIOTEPE; :

4. MHcrnonb3ylhi aHTUBUPYCHBIE IIPOIpaMMHBIE IPOAYKTbl HM3BECTHBIX IPOU3BOJUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyp (pu3HYecKuid JOCTYH K KOMITBIOTEPY IS TOCTOPOHHUX JIHIL;

6. Hcnonb3yil BHELIHME HOCUTENIN MH(POPMALIMK, TaKue Kak (uienka, JTUCK win ¢aill U3 MHTepHeTa,
TOJIBKO U3 IIPOBEPEHHBIX HCTOYHUKOB;

7. He oTkphbIBaii KOMIBbIOTEpHBIE (ailsibl, MOJyYEeHHbIE U3 HEHAIS)KHBIX UCTOYHUKOB. Jlaxe Te Qaiiibl,
KOTOpBIE ITpHCIIai TBOM 3HAaKOMBIN. Jlydllle yTOUHU y HEro, OTIPaBIISUI JIM OH Te0e HX.

Ceru WI-FI

Wi-Fi - 370 He BUJ Tiepeiayun JaHHBIX, HE TEXHOJIOTHS, a BCEro JuIb Opena, mapka. Eme B 1991 roay !
HUJIepiaHicKas koMnanus 3apeructpupoaia opens "WECA", uro o6o3Hauano cnoBocoueranue "Wireless i
Fidelity", xoTopslii nepeBoaUTCS Kak "GecpoBOiHAs TOUHOCTD'. :

Jlo Hamiero BpeMeHHu Jouuia apyras abOpeBHaTypa, KOTopas sBISEeTCsS TaKOil jke TeXHOJIoTuei. I710 |
ab6bpeBuarypa "Wi-Fi". Takoe Ha3Banue ObUIO TaHO C HAMEKOM Ha CTaHJIApPT BBICIIEH 3BYKOBOW TEXHHUKH ,
Hi-Fi, uro B mepeBoje 03HauaeT "BhICOKAst TOYHOCTB". !

Ha, 6ecrutaTHBIA MHTEPHET-OCTYII B Kade, OTENAX U adpONopTax SBIAETCS OTIUIHON BO3ZMOXKHOCTBIO |

0e30MacHbIMHU. i
CoBeTsbl 10 6€30MaCHOCTH PaGOTHI B 001Ie10CTYNHBIX ceTsix Wi-fi: "

1. He mepenaBaii cBoro nuunHyto mHpopmaiuio yepe3 obmenoctynasie Wi-Fi cetu. Paboras B an,!
JKEJIaTeIbHO HE BBOJUTH NIAPOJIM JOCTYIIA, JIOTUHBI U KaKHE-TO HOMEPA; i
2. Ucnonb3yit 1 0OHOBJISIIT aHTUBHUPYCHBIE TPOTpaMMbI U Opanamayep. TeM cambIM Thl 00€30IaCHILb

ce0sl OT 3aKayKH BHpYCa Ha TBOE YCTPOICTBO; i
3. [Ipu ucnonwszoBanuu Wi-Fi otkimroun dynkuuio "O6muit noctyn x Qaitnam u npuntepam". /lannas |
(GyHKLMS 3aKpbITa MO YMOJYaHHUIO, OJHAKO HEKOTOpPbIE MOJb30BATENM AKTHUBHPYIOT €€ s yz[o6CTBa!
UCIIOJIb30BaHus B paboTe win yueoe; i
'
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4. He wucnonw3yii nyomuunsiii WI-FI nns

nepenayu JIMYHBIX JaHHBIX, HAIPUMEDP JIA BbIXOAa B
BawmTy MHGOPMALIMK OT Pa3NU4HBLIX BOIASHCTBUA
COLMAJILHBIE CETU WM B JIEKTPOHHYIO TIOUTY; \y opmatinonoR Gesona ‘
5. Ucnonp3yit TOJILKO 3aIUIIECHHOE

coenunenue uepe3 HTTPS, a me HTTP, t.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B MoOunbHOM TenedoHe OTKIIOUN (HYHKIIHIO
"ITonkmrouenne &k Wi-Fi  aBromatnuecku". He
JOITyCKai aBTOMATUYECKOTO TTOIKJTFOUCHUST
ycTpoiicTBa k ceTsim Wi-Fi 6e3 TBoero cormiacusi.

CoumnajnHble ceTH

ConuanbHble CETH aKTUBHO BXOJST B HAIlly JKU3Hb, MHOTHE JIFOAU pabOTaIOT U )KUBYT TaM MOCTOSHHO,
a B Facebook yxe 3apeructpupoBaH MWLTHAp] YEIOBEK, YTO SIBJISETCS OJHOM CEAbMOW BCEX JKUTENEH
r1aHeTbl. MHOTHE NOJIb30BaTENN HE TOHUMAIOT, YTO HHGOpMaIus, pa3MelleHHas: UMH B COLIUAIBHBIX CETSX,
MOXET OBITh HalJIeHa ¥ UCIIOJIb30BaHa KEM YIOJHO, B TOM YHCJIe HE 0053aTeNbHO ¢ OJaruMu HaMepeHHSIMH.

OcHOBHBIE COBETHI 10 0€30MACHOCTH B COLMAIBHBIX CETAX:

1. OrpaHndb CIUCOK Apy3eil. Y Te0s B qpy3bsX HE TOIHKHO OBITH CIIyYaHBIX U HE3HAKOMBIX JIIOICH;

2. 3amuinail cBow 4acTHYIO u3Hb. He yka3wiBail maponu, TenedoHsl, agpeca, JaTy TBOETO POXKICHUS
U JIPYTYIO JUYHYI0 WHPOpPMANKio. 37I0yMBIIUIEHHUKA MOTYT UCIOJIB30BaTh Ja)e HHPOPMALIUIO O TOM, KaK
Thl U1 TBOM POAUTEIIN IIJIAHUPYETE IPOBECTH KAHUKYJIBI,

3. 3amumiail cBOI penmyTaIyio - JepXKU €€ B YHCTOTE M 3aJlaBail cebe BOIMPOC: XOTEN OBl ThI, YTOOBI
ApYTHE IOJL30BAaTENU BHIEIH, 4TO Thl 3arpyxaecmb? Ilomymaii, mpexae 4em 4YTO-TO OIyOJIMKOBATH, !
Hanucarb U 3arpy3uTh;

4. Ecnu Tl TOBOpULIB C JIFOJIBMH, KOTOPBIX HE 3HACIllb, HE UCIIOJIb3YHl CBOE PEalbHOE UMS U JPYTYIO
JMYHYIO0 HHPOPMALIUU: UM, MECTO KHUTEIHCTBA, MECTO Y4eOBI U MPOYEE;

5. U3berait pasmenienust potorpaduii B uTepHeTe, rae Thl M300pa)keH HA MECTHOCTH, MO0 KOTOPOi
MO3KHO OIIPENIEIUTh TBOE MECTOIOIOKEHUE;

6. [Ipu peructpanuu B COIMAIBHON CETH HEOOXOIMMO HCIIOIb30BATh CJIOKHBIE MAPOIH, COCTOSIINE U3
OyKkB 1 (P ¥ ¢ KOTUIECTBOM 3HAKOB HE MEHee §;

7. Ans conuanbHOM CeTH, MOYTHI U APYTUX CATOB HEOOXOAMMO UCMOJIb30BaTh pa3HbIe Mapoiu. Toraa
ecyiy TeOsI B3JIOMAIOT, TO 3JI0YMBIIIEHHUKH MOIYyYaT JOCTYI TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHBbIE IEHbI'H

ONEeKTPOHHbIE JEHBIU - 3TO OYEHb YIOOHBIN CIOCOO TUIaTeXeH, OJTHAKO CYIIECTBYIOT MOILIEHHUKH,
KOTOpBIE XOTAT NOJYYUTh 3TH JCHBIU.

ONEKTPOHHBIE JIEHBI'H MOSBUINCH COBCEM HEIABHO U UMEHHO M3-3a 3TOr0 BO MHOTHX IOCy/lapcTBax 10
CHUX IIOp HE MPOMKMCAHO NP0 HUX B 3aKOHAX.

B Poccnn ke oM (GYHKIMOHHPYIOT M O HHX YXKE MpPONHCAHO B 3aKOHE, IS MX PA3/CIAIOT Ha:
HECKOJIBKO BHJIOB - AaHOHMMHBIE M HE aHOHHMMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX |
pasperiaercsi IpOBOAUTH orepalnuu 06e3 uAeHTU(GUKAINK 0JIb30BaTeNsl, @ B HEAHOHUMHBIX WICHTU(DUKAIMS »
HOJI30BATENs ABISAETCS 0053aTEIbHOM.

Taxxe cieqyer pa3iauuaTh 3JIEKTPOHHbIE (pUaTHbIE NEHbI'M (paBHBI IOCYJApCTBEHHBIM BAIOTaM) U
9JIEKTPOHHBIE He(pUaTHBIE IEHBIU (HE PaBHBI FOCYJAPCTBEHHBIM BAJIOTaM).

OcHoBHbIE coBeThI 10 0e30nacHOii padoTe ¢ JIEKTPOHHBIMHU 1eHbIAMM:

1. IlpuBsiku K cueTy MOOMIBHBINA TenedoH. DTO caMblil yI0OHBIH U OBICTPBIN CIIOCOO BOCCTAHOBUTH
nocTym K cuery. [IpuBsizanHbIi TenedoH MOMOXKET, €Cu 3a0y/Ienih CBOM TUIATSKHBIA Mapoiih WK 3aiIeIIb
Ha CaliT C HE3HAKOMOI'0 YCTPOICTBA;

2. Wcnonp3yii omHopa3oBeie mapoiu. [locie mepexoma Ha yCHJICHHYIO aBTOPH3AlMIO TeOE yKe He
OyzeT yrpokaTh OMAaCHOCTb KPa)kul MJIM IepexBaTa IIaTeXHOT0 MMapois;

3. BriOepu cioxHbIi aposs. [IpecTtynmankaM OyaeT He MPOCTO yraaaTh CIOXKHBIN mapoib. HanexHbie
[apoJiu - 3TO MapOJH, KOTOPBIE COJlepKaT He MEHee 8 3HAKOB M BKIIIOYAIOT B ceOs CTPOYHbIE U MPOIMUCHBIE
OYyKBBI, IUQPBI U HECKOJIBKO CHMBOJIOB, TaKHE KaK 3HAaK J0JUIapa, (pyHTa, BOCKIUIATENbHBIM 3HAK U T.IL
Hanpumep, $tROng!;;



4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSIEILb.
DJIEKTPOHHAs 1OYTA

DJNEKTPOHHAs 10YTa - 3TO TEXHOJIOTUS U MPEJOCTABISEMBIE €10 YCIYTU IO NEPECHUIKE U MOJYyUYEHUIO
JNEKTPOHHBIX COOOIICHUM, KOTOpBIE pACHpPENENSIOTCSs B KOMIBbIOTEPHOH ceTh. OOBIYHO 3JIEKTPOHHBIH
MOYTOBBIA SIIUK BBITJIAIUT CIEAYIOMUM 00pa3oM: UMs TOJb30BaTesA(@UMs_JOMeHa. Takxke Kpome
nepesavyy MpocToro TEKCTa, UMEETCsl BO3MOXKHOCTD Mepe1aBaTh (haiJibl.

OcHoOBHBIE COBETHI 10 0e30MacHOil padoTe ¢ JIEKTPOHHOI MOYTOI:

1. Hamo BeIOpaTh mpaBUIIBLHBIN MOYTOBBIN cepBHC. B MHTEpHETE €CTh OIpOMHBIN BBIOOP OeCIIaTHBIX
MOYTOBBIX CEPBHUCOB, OJHAKO JIYYILIE JOBEPSITh TEM, KOTO 3HACIIb U KTO MEPBbII B PEUTHHTE;

2. He yka3pBaii B nWYHOW TouTe JHMYHYI0 uHpopManuioo. Hanpumep, mydiie BbIOpaTh
"My3bIKanbHbIN _(aHaT@" nan "pokx2013" Bmecto "Temal3";

3. Hcnonb3yil OBYXSTamHyH0 aBTOPHU3ALMI0. OTO KOrJa MOMHMO HapoJis HYXHO BBOJIUTH KOJ,
npucbuIaeMblil mo SMS;

4. BpiOepu cOXHBIM mMapoiib. J[Js KaXJaoro MOYTOBOTO SIIMKA JIOJDKEH OBITh CBOM HAIC)KHBIM,
YCTOMUHMBBIN K B3JIOMY I1apOJIb;

5. Ecniu ecTh BO3MOXHOCTh HAIIMCaTh CaMOMY CBOIl JIMYHBIN BOIPOC, UCIOJIB3YH 3Ty BO3MOXHOCTB;

6. VMcnonb3yil HECKOJIBKO NOYTOBBIX AIIMKOB. [lepBblii A1 4acTHOM NEpEeNnucKH C aJgpecaramy,
KOTOPBIM ThI JOBEpsEIIb. ITO 3JEKTPOHHBIN a/ipec He HAJ0 UCIIOJIBb30BaTh MPU PErUCTpaluu Ha GopyMax u
caiitax;

7. He oTkpbIBail ¢ailsibl 1 Ipyrue BIOKEHHUS B MHCbMAaX, JAa)K€ €CIIM OHM MPUILIHA OT TBOMX JpPYy3eH.
Jlydiie yTo4HM y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TU (Daitiibr;

8. Ilocne okoHuaHUs pabOTHl HA TOYTOBOM CEPBHCE IMEpe]l 3aKPHITHEM BKIAJIKU C CaliToOM He 3a0yab
HaxxaTh Ha "Beriitu".

Ku6epOy/utuHT WM BUPTYaJibHOE H3/1€BaTeJIbCTBO

KubepOymuHr - mpeciieioBaHHE COOOMICHUSAMH, COJCPIKAITIMHU
OCKOpOJIEHHUs, arpeccuio, 3amyruBaHUE; XYJIUTaHCTBO; COLMAIbHOE
OOMKOTUPOBAaHUE C IIOMOILBIO PA3IMYHBIX HUHTEPHET-CEPBUCOB.

OcCHOBHbIE COBEThHI o Gopnoe KMBEPBEBD" ACHOCT b
¢ KuOepOyJUIMHIOM:

1. He Gpocaiics B 60#. Jlydmuii crioco6: mocoBeToBaThCs Kak ce0si BECTH U, €CIM HET TOro, K KOMyl
MOKHO OOpaTUThCS, TO BHAdaje YCHOKOUTbcA. Ecium Thl HayHelmIb OTBEYaThb OCKOPOJIEHUSIMH Ha |
OCKOPOJIEHUS, TO TOJIBKO elle OOJIbIle pa30XkKellb KOH(IUKT;

2. Yopasinaii cBoeil kubeppenyTammei;

3. AHOHUMHOCTb B ceTd MHHMMas. CyIIecTBYIOT CIOCOOBI BBISICHUTb, KTO CTOUT 3a aHOHMMHBIM
AKKayHTOM;

4. He crouT BecTH XYyJIUTaHCKUH 00pa3 BUpPTyaldbHOM >Xu3HU. VHTepHEeT (uKcupyer Bce TBOHU
NEHCTBUS U COXpaHSEeT UX. Y TaNUTh uX OyJeT KpailHe 3aTpyJHUTENbHO;

5. CoGmroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. UrHopupyii enuHuuHblii HeraTuB. OJHOpPa30Bble OCKOPOUTENbHBIE COOOLICHUS JIydlle
UTrHOpUpOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaabHOU CTa UM,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMU, B COIUATBHBIX CETSIX €CTh
BO3MOXHOCTH OJIOKHUPOBKH OTIPABKH COOOIIEHUH C ONPEAETICHHBIX a/IpECOB;

8. Ecimu 1Bl cBuuerens kubepOysuimHra. TBou AeWcTBUS: BBICTYNHTH HPOTHB IpecieoBaTers,
[I0Ka3aTb €My, 4YTO €ro JCHCTBUS OLEHUBAIOTCA HETaTUBHO, IOAJEP/KAaTh >KEPTBY, KOTOpPOM HY)KHa
MICUXOJIOTHYECKast MOMOIIb, COOOUIUTH B3POCIBIM O (DaKTe arpecCUBHOTO MOBEEHUS B CETH.

MoOnbHbI Te1eoH

CoBpemenHble cMapT(HOHBI U IUIAHIIETHI COiepkKaT B ceOe BIOJIHE B3pOCiblid (YHKIIMOHAJ, U TEHeph ;

OHM MOTYT KOHKYPHPOBaTh CO CTAllMOHAPHBIMH KOMIIbloTepaMu. OJJHAKO, CPEICTB 3aLIUTHI s I'IOI[06HBIX|
YCTPOMCTB MOKa OY€Hb Majo. TecTUpoBaHUE U MOUCK YSI3BUMOCTEH B HUX IMPOUCXOAUT HE TaK HHTEHCHUBHO,

kak juis [1K, To sxe camoe kacaeTcss 1 MOOMIIBHBIX MTPHIIOKEHHH. !
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CoBpeMeHHBIE MOOWIBHBIE Opay3epbl YK€ MPAKTHUUYECKH JOTHAIU HACTOJIbHBIC aHAJIOTH, OJIHAKO !
pacmupenue GyHKIIMOHAIA BICUET 32 COOOW OOJIBIITYIO CII0KHOCTh M MEHBIITYIO 3alTUIIICHHOCTD. |

Jlajieko He BCe MPOW3BOIUTEIH BBITYCKAIOT OOHOBJICHHS, 3aKPHIBAIOIIME KPUTHYCCKUAE YSI3BUMOCTH »
JIJIs CBOMX YCTPOICTB.

OcHoBHBIE COBETHI 15 0€301acHOCTH MOOUITBHOTO TenedoHa:

Huuero He siBisieTcst mo-HacToAlEeMy OecIuiaTHBIM. bylib OCTOpoKeH, Belb Korjaa Tebe mpeararor
OecIuiaTHBIA KOHTCHT, B HEM MOT'YT OBITh CKPBITHI KAKUE-TO TUIATHBIC YCIIYTH;

Hymaii, npexxae dyeM otnpaButh SMS, ¢oto uiau Buaeo. Thl TOYHO 3HAENIb, TJIe OHU OyaAyT B
KOHEYHOM UTOTre?

Heo0xoaumMo 0OHOBISATH ONEPALIMOHHYIO CUCTEMY TBOEro cMapThoHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JJ1s1 MOOUITBHBIX TeNe(OHOB;

He 3arpyxaii npuioxeHus OT HEM3BECTHOTO MCTOYHUKA, BElb OHU MOTYT COJEpXaThb BPEAOHOCHOE
IpOorpaMMHOE 00ECTICYCHHE;

[Tocne Toro kak ThI BBIMJEHIL C CaiTa, TJI€ BBOAWI JIMYHYIO HH(POPMAIHMIO, 3alild B HACTPOUKH
Opay3epa u ynanu cookies;

[Tepuoaunuecku mMpoBepsii, KaKKUe IUIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JaBaii cBoii HOMEp MOOMIIBHOTO Tene(oHa TOIBKO JIOASIM, KOTOPBIX ThI 3HACHIb U KOMY JIOBEpsICIIIb;

Bluetooth momkeH ObITH BBHIKIIIOYEH, KOTJa Thl UM HE MoJb3yelibcs. He 3a0biBail mHOTAA MPOBEPATH
3TO.

Online urpsi

CoBpeMeHHBIE OHJIAWH-UTPHI - 3TO KPAaCOUHBIC, 3aXBATHIBAIOIINE PA3BICUCHHUS, O0BETUHSIOMINE COTHH
TBICAY 4YEJIOBEK IO BceMy Mupy. Mrpoku uccineayroT HaHHBI MM Mup, OOIIAOTCA JAPYr C JPYrom, !
BBIMOJHSAIOT 3aJlaHus, CPAXKAIOTCS C MOHCTpPAMU U IOJIY4alOT OIBIT. 3a YIOBOJBCTBUE OHM IUIATAT: i
HOKYHAIT JUCK, OINIAYMBAIOT A0OHEMEHT WJIM IPUOOPETAIOT KaKUe-TO OIIHUH. '

1

Bce atu cpenctBa mMayTr Ha MOAJEp)KaHUME U Pa3BUTHE UIPHl, a TaKkKe Ha caMy O€30IacHOCTH: |

COBEpPILEHCTBYIOTCSI CHCTEMBbl aBTOPHU3AlMM, BBITYCKAIOTCS HOBble mNaTud (UM(pOBBIE 3arIaTKU s .
I
IPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB. '

B nomo0HBIX Urpax CTOMT onacaThCsl HE CTOJIBKO CBOMX CONEPHHUKOB, CKOJIBKO KpakH TBOETO HapoJis, i

Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3AIMN OOJIBIINHCTBA UTP. '
1

OcHOBHBIE COBETHI M0 0€30MACHOCTH TBOEI0 HTPOBOI0 AKKAYHTA: I

1. Ecnu apyroit urpok BeaeT ceds MIoXo Wi co3/1aeT Tebe HEeNMPUATHOCTH, 3a0JOKHPYH €ro B CIIHCKE ,
UTPOKOB; !

2. [Noxainyiics aIMHHUCTPATOPaM UTPHI HA TUIOXOE TTOBEJICHUE TOTO UTPOKA, JKEIATEIBHO MPHIIOKUTh i
KaKHe-TO JI0Ka3aTelIbCTBA B BUJIE CKPHUHOB; '

1

3. He yka3biBaii TMuHyI0 HHGOpMAIUIO B Ipodaiiie urpsl; I

4. YBaxail Ipyrux y4acTHUKOB 110 UTPE; '

5. He ycranaBnuBaii HeopuIIMaIbHbIE TATYN U MOJIBI; !

6. Vcrionb3yii ci10KHbIE U Pa3HbIE APOJIH; i

7. Jaxke BO BpeMs UTPBI HE CTOUT OTKITIOYATh aHTHBHpPYC. [1oka ThI Urpaems, TBOH KOMIBIOTEP MOTYT

1
3apa3uTh. I
'
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DOUIIUHT WA Kpaika JUYHbIX JaHHbIX

OObIUHOI KpaXkel JeHer U JOKYMEHTOB CEro/iHs YK€ HUKOTO HE YAUBHUIIIb, HO C PAa3BUTHEM UHTEPHET-
TEXHOJIOTHI 3JI0YMBIIUIEHHUKH MEPEeMECTUINCh B HHTEPHET, M MPOJODKAIOT 3aHUMAaThes '"MHOOMMBIM"
JIEJIOM.

Tak mosiBUIach HOBas yrpo3a: MHTEPHET-MOIIEHHMYECTBA WJIM (DUIIUHT, TJIaBHasg LeJdb KOTOPOIO
COCTOUT B TMOJYYEHUHU KOH(PHUACHIIMATBHBIX JaHHBIX MOJb30BaTeNeH - JJIOTMHOB U naposeil. Ha anrnuiickom
a3bike phishing ynTaercs kak ¢pummHr (ot fishing - per6Has noBins, password - maposib).

OcHoBHBIE cOBeThI 10 0opb0e ¢ GUuIIMHIOM:

1. Cnequ 3a cBoumM akkayHTOM. Ecim Thl mojo3peBaelib, 4TO TBOsS aHKeTa Obula B3JIOMaHa, TO
HE00X0/IMMO 3a0JIOKUPOBATh €€ U COOOLIUTH aAMUHUCTPATOPaM pecypca 00 ITOM KaKk MOXHO CKOpee;

2. Ucnonw3yit 6e3omacHbie BEO-CalThI, B TOM YHCIIe, MHTEPHET-MAara3nHOB M MTOUCKOBBIX CUCTEM;

3. HCHOHLByﬁ CJIOXKHBIC W PAa3HBIC TIApOJIH. Taxkum O6p8.30M, ecau  TeOs B3JIOMArOT, TO



37IOYMBIIIJICHHUKH MTOJTyYaT AOCTYI TOJIBKO K OJHOMY TBOEMY NMPO(UIIIO B CETH, @ HE KO BCEM; '

4. Ecnu Te0s B3710MaIN, TO HEOOXOMMO MPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOpPBIE JOOABIICHBI Y |
TeOsl B APY3bSIX, O TOM, YTO TeOS B3JIOMAJIM U, BO3MOXHO, OT TBOSTO MMEHH OYyIET pacChLIaThCs CIaM H
CCBUIKM Ha (DMILIMHTOBBIE CAUTHI;

5. Ycranosu HanexHbli naposs (PIN) Ha MOOHIBHBIN TenedoH;

6. OTKIIIOYM COXpaHEHue Maposisd B Opaysepe;

7. He oTkpbIBaii (haiinbl ¥ Ipyrue BIOXKEHHUS B MHCbMax, JaXKE€ €CIM OHM MPHIIUIA OT TBOUX JIpYy3eil.
Jly4die yTOYHM y HUX, OTHPABJISUIN JIM OHU TeOe 3TH (pailibl.

Hudposas penyranus

[MudpoBast pemyramusi - 3TO HEraTMBHas WIM [O3UTHUBHAs HHpopMalus B ceTd o Tebe.
Komnpomerupyromas napopmanus, pasMeieHHas B MHTEPHETE, MOXKET CEphe3HBIM 00pa30M OTPAa3UTHCS Ha
TBoel peanbHOM xu3HM. "LludpoBas pemyranus" - 3TO TBOM HMHIK, KOTOPBIH (OpPMHpPYETCS I/I3!
uHpopManuu o Te0e B UHTEPHETE. i

TBoe MecTo XKHUTENbCTBA, Y4eObl, TBOC (PHHAHCOBOC MOJIOKEHHUE, OCOOCHHOCTH XapakTepa U PacCKaskl :
0 OJIN3KHX - BCE 3TO HAKAIUIMBACTCS B CETH. I

MHor#e MmoJpOCTKU JISTKOMBICICHHO OTHOCSTCS K ITyOJHMKaIMu JTU4HOW nHpopMaru B MHTEpHETE, |

I
1
1
I
1
1

HE TOHMMAas BO3MOKHBIX TOCIEACTBHUA. ThI Jaxxe HE CMOXEIb AOragaTbcs O TOM, uTo (oTorpadus,
pa3MeleHHas 5 eT Ha3a/, cTajla IPUYMHOM 0TKa3a MPUHSTH TeOs Ha paboTy.

KommenTapuu, pazmenienue TBoux Gortorpaduii u qpyrue AeHCTBHS MOTYT HE UCUYE3HYThH Jake MOce
TOT0, KaK Thl UX yJalHIlb. Thl HE 3HACIIb, KTO COXPAHWII 3Ty HHPOPMAIIUIO, ITONaNa JIU OHA B MIOMCKOBBIE |
CHCTEMBI U COXPAHUJIACh JIH OHA, a TJIABHOE: YTO MOIYyMAIOT O TeOe OKPYKAIOIINE JIF0/IU, KOTOPbIe HAWAYT H .
yBUAAT 3T0. Haiitu nHdopmanmio MHOTO JIET CIYCTS CMOXKET JH000M - KaK U3 T00phIX MOOYKIEHUH, TaK U C
HaMEpPEHHEM MPUIUHUTH BPEI. DTO MOXKET OBITh KTO YTOIHO.

OcHoBHBIE COBeTHI 10 3amuTe NM(ppPoBoIi penyTanuu:

1. [Tomymaii, Ipesx/ie 4eM 4TO-TO MyOTMKOBATh U TIepeaBaTh y ceOsi B 00T WM B COLMAIBHON CETH;

2. B mHacrpoiikax mpo¢uias YCTaHOBH OTrPaHMYCHHS HA MPOCMOTP TBOErO MNpOPMIS U €ro
COJIEP’KUMOT0, CclIeNail ero TOJIbKO "UIsl Ipy3en';

3. He pa3smemaii u He yka3biBail HHGOPMAIUIO, KOTOPast MOXKET KOro-1100 OCKOPOIATh HIIM O0OMXKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE IIKOJBHUKH - aKTHUBHBIE MOJIb30BaTEIN LU(POBOro mpocrpancTBa. OgHAKO AAJIEKO He!
BCE 3HAIOT, YTO IOJb30BAHUE MHOTMMHU BO3MOXXHOCTSIMU LU(POBOro mMupa TpeOyeT coOJto/IeHus MpaB Ha |

UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb. :

TepMuH "UHTENIEKTyadbHasi COOCTBEHHOCTH" OTHOCHUTCS K PA3JIMYHBIM TBOPEHMSIM YEJIOBEUECKOTO |
yMa, HauMHas ¢ HOBBIX M300pETEeHUH U 3HAKOB, 0003HAYAIOIMX COOCTBEHHOCTh Ha MPOAYKTHI M YCIIYTH, U .
3aKaH4YMBasi KHUTaMu, pororpadusiMu, KHHOQUIBMAMU U MYy3bIKaJIbHBIMU TPOU3BEACHUSIMH. !

ABTOpCKME TpaBa - 3TO IpaBa Ha HMHTEJIEKTYaJbHYI0 COOCTBEHHOCTh Ha HPOM3BEACHUS HayKW, |
JIUTEPAaTYpsl W HCKYCCTBA. ABTOPCKHE TMpaBa BBICTYNAIOT B Ka4eCTBE TapaHTHHM TOrO, 9TO:
UHTEJUIEKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE OYAET HAallPACHBIM, AACT €MY CIpPaBEAJIUBbIE BO3MOKHOCTH |
3apaboTaTh Ha pe3ylbTaTax CBOEro TpyAa, MOJYyYUTh W3BECTHOCTh M Npu3zHaHue. Hukro 6e3 paspemieHus ,
aBTOpa HE MOJKET BOCHPOM3BOJIUTH €ro IMPOU3BEICHUE, PACHPOCTPAHATh, MYOIUYHO I[eMOHCTpI/IpOBaTL,!
pojaBaTh, UMIIOPTUPOBATH, IYCKaTh B POKAT, IIyOJIUYHO UCIIOJIHATh, IOKA3bIBaTh/UCIIOIHITH B 3(pupe miu |

pa3sMCIiaTh B I/IHTCpHCTe. 1

Hcnonp3oBanue "nupaTckoro” MporpaMMHOrO oOecledeHHs MOKET NMPUBECTH K MHOTHM PHCKaM: OT |
NOTEPU JIaHHBIX K TBOUM aKKayHTaM /10 OJIOKMPOBKM TBOETO YCTPOMCTBA, IJi€ YCTAHOBJIEHA HEJerajibHas ;

MOYKHO HalTH B CETH.
O noprane

IOHATHBIM U JOCTYIIHBIM A3BIKOM, a IIPW BO3ZHUKHOBCHHU KpPITI/I‘—IGCKOfI CUTyallun O6paTI/ITI)C${ 3a COBCTOM.
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1
1
I
1
1
CeteBnuOK.p¢ - TBOH I'IaBHBIM COBETYHMK B CETH. 37€Ch Thl MOXeEIb y3HATh O OE€30MaCHOCTH B CCTI/I!
1
I
A Taxke NpUHATH YUYacTHE B KOHKYPCAX M CTaTh CaMbIM LIU(POBBIM Ipax1aHUHOM! '

1

I



